
Title Affected URL Severity Description Impact Recommendation References First Identidfication Date Status POC

DataTables Prototype Pollution 
Vulnerability

https://ifsca.gov.in High
Prototype Pollution is a vulnerability 
affecting JavaScript. Prototype 

Denial of Service (DOS)
Remote Code Execution

Freeze the prototype— use Object.freeze 
(Object.prototype).

https://security.snyk.io/vuln
/SNYK-JS-DATATABLESNET-

10-05-2025 OPEN POC 1

Website Mirroring is Possible https://ifsca.gov.in High
Website mirroring, also called 
website cloning or copying, creates a 

When bad actors copy your 
website with ill intentions, the 

1. Monitor Site: Monitor your website 
regularly to spot any suspicious activity. 

https://sankalppatil1211200
1.medium.com/a-

10-05-2025 OPEN POC 2

Internal Path Disclosure
https://ifsca.gov.in/images/

photo-gallery/large
Medium

One or more fully qualified path 
names were been found. From this 

Possible sensitive information 
disclosure.

Prevent this information from being 
displayed to the user.

CWE-200 10-05-2025 OPEN POC 3

Vulnerable JavaScript libraries
https://ifsca.gov.in/js/jquer

y.min.js
Medium

You are using one or more 
vulnerable JavaScript libraries. One 

Outdated Components may lead 
to Critical Impacts on Business

Upgrade to the latest version.
CWE-937 10-05-2025 OPEN POC 4

CSP Header Bypass https://ifsca.gov.in Medium
Content Security Policy (CSP) is an 
added layer of security that helps to 

CSP can be used to prevent and/or 
mitigate attacks that involve 

It's recommended to implement Content 
Security Policy (CSP) into your web 

CWE-1021 10-05-2025 OPEN POC 5

Missing Security Headers
https://ifsca.gov.in

Low
The application is missing several 
important HTTP security headers, 

Lack of HSTS: If the HSTS header is 
missing, attackers could intercept 

Strict-Transport-Security (HSTS): Enforce 
HTTPS connections with a long max-age 

CWE-16 10-05-2025 OPEN POC 6

Programming Error Message
https://ifsca.gov.in/Contact

Us
Low

Application error or warning 
messages may expose sensitive 

Error messages may disclose 
sensitive information which can 

Verify that these page(s) are disclosing error 
or warning messages and properly 

CWE-209 10-05-2025 OPEN POC 7

Stack Trace Disclosure (ASP.NET)
https://ifsca.gov.in/https:/if
sca.gov.in/FinTechHub2023

Low
One or more stack traces were 
identified. The web application has 

The stack traces may disclose 
sensitive information. This 

To prevent the information disclosure you 
can implement custom error pages by 

CWE-209 10-05-2025 OPEN POC 8

Version Disclosure for IIS and Apache https://ifsca.gov.in Low
The HTTP responses returned by this 
web application include anheader 

The HTTP header may disclose 
sensitive information. This 

Apply the following changes to the 
web.config file to prevent ASP.NET version 

CWE-200 10-05-2025 OPEN POC 9
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