Web Appliaction Penetration Testing Report

Title Affected URL Severity Description Impact Recommendation References First Identidfication Date Status POC
o — - - - - oy httoe: vk I
DataTables Pro(ot\./?e Pollution https://ifsca.gov.in Prctot.ype Polluu‘cn is a vulnerability |Denial of Service (DO§) Free.ze the prototype— use Object.freeze ttps://security.snyk.io/vuln 10-05-2025 POC1
Vu\nerablllty affecting JavaScript. Prototype Remote Code Execution | Object.prototype). SNY| ATATABLESNET-
Website mirroring, also called When bad actors coj our 1. Monitor Site: Monitor your website https://sankalppatil1211200|
Website Mirroring s Possible https://ifsca.gov.in e Mmirroring, aso n 0a¢ Py Y your websits £ : 10-05-2025 pOC2
website cloning or copying, creates a Jwebsite witl ntentions, the regularly to spot any suspicious activity. L.medium.com/a-
TPy T—— ; I T —T——— - - - —
Internal Path Disclosure ttps://ifsca.gov.in/images, Medium One or more fully qualified path ] P‘csslble sensitive information P‘revent this information from being CWE-200 10-05-2025 POC3
photo-gallery/large names were been found. From this_ldisclosure. displayed to the user.
https://ifsca.gov.in/js/jquer You are using one or more Outdated Components may lead JUpgrade to the latest version.
Vulnerable JavaScript libraries fecaBoL/Islan Medium g one or more o P 2y PE CWE-937 10-05-2025 POC4
_min.s vulnerable JavaScript libraries. One Jto Critical Impacts on Business
CSP Header Bypass https://ifsca.gov.in Medium Content Security Policy (CSP) is an CSP can be used to prevent and/or]lt's re‘ccmm.ended tolimplement Content CWE-1021 10-05-2025 POCS
Security Policy (CSP) into your web
https://ifsca.gov.in The application is missing several Lack of HSTS: If the HSTS header is |Strict-Transport-Security (HSTS): Enforce
Missing Security Headers e Low PP e o ! port-Security (HSTS) CWE-16 10-05-2025 POC6
important HTTP security headers, missing, attackers could intercept JHTTPS con nections with a long max-age
Programming Error Message https://ifsca.gov.in/Contact Low Application error or wamin.gA Error r.nes‘sages méy discl})se Verify tl?at these page(s) are disclosing error CWE-209 10-05-2025 POC7
Us messages may expose sensitive sensitive information which can or warning messages and Eroeerly
https://ifsca.gov.in/https:/if| One or more stack traces were The stack traces may disclose To prevent the information disclosure you
Stack Trace Disclosure (ASP.NET) o ——— Low srack 12y i P v CWE-209 10-05-2025 POC8
scagov.in/FinTechHub2023 identified. The web application has_Jsensitive information. This can implement custom error pages by
The HTTP t d by this | The HTTP head discl Apply the following ch: to thi
Version Disclosure for 1S and Apache https://ifsca.gov.in Low © responses retumed by this N cader may cisclose Pplythe 1o lowing changes to the CWE-200 10-05-2025 POC9

web application include anheader

sensitive information. This

web config file to prevent ASP.NET version
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0ogle Chrome isn't your default browser (TR LTS

Server Error in '/' Application.

Configuration Error

Descriptions An effor OCCuTTed dunng the Processing of a ConMguration Tile fequired 10 Service Mis fequest. Flease review ine SPECITIC erTor detalls below and modrTy your ConTiguration Tiie appropriately.

Parser Error Message: An error occurred loading a configuration file: Failed to start monitoring changes to 'C i b.config’ because access s denied.

Source Error:

An application error occurred on the server. The current custom error settings for this application prevent the details of the application error from being viewed remotely (for security re

Source Flle: CNelpUDWWWIOONIFSCAUmages\photo-gallery\we.conflg  Line: 0

Version Information: Microsoft .NET Framework Version:4.0.30819; ASPNET Version:4.7.4108.0

pxerrorpath=/

HTTP Error 404.0 - Not Found

The resource you are looking for has been removed, had its name ch d, oris t arily

Most likely causes:

« The directory or file specified does not exist on the Web server.
s The URL contains a typegraphical error.
* A custom filter or module, such as URLScan, restricts access to the file.

Things you can try:

s Create the content on the Web server.
* Review the browser URL.
= Create a tracing rule to track failed requests for this HTTP status code and see which module is calling SetStatus. For more information about creating a tracing rule for failed requests, click here.

Detailed Error Information:

Module IIS Web Core Requested URL https://ifsca.gov.in:443/infinityforum/*~1%/a.aspx?aspxerrorpath=/
Notification MapReguestHandler Physical Path G:\IFSCA_WebSite\IIS\infinityforum\*~1*\a.aspx
Handler StaticFile Logon Method Anonymous
Error Code 0x80070002 Logon User Anonymous

More Information:

This error means that the file or directory does not exist on the server. Create the file or directory and try the request again.
View more information »
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ifscagovin

eSO m Security Header Test Submission Form
= = 1f you still wish to submit your domain for inclusion in Chrome's HSTS preload list and you have followed our deployment
) ) recommendations of slowly ramping up the max-age of your site's Strict-Transport-Security header, you can use this form to
International Financial Services Centres Authol ik Timmport teauily » do
ofndia)
Domain to preload: [ifsca.gov.in | [ Check HSTS preload status and eligibility

ABOUTIFSCA  MARKETS  LEGAL  APPLICATIONPROCESS  REPORTSZPUBLICATIONS  CONTA X-Frame-Options

XX Protection Status: fscagovin is not preloaded

Eligibility: In order for ifsca gov.n to be eligible for preloading, the errors below must be resolved:
X-Content Type-Options
X-Download-Options. 3 Error: No HSTS header

Alternate Investments Furfigisast

Feature-Policy b X Error: No redirect from HTTP

Response error: No HSTS header is present on the response.

=

“h ifsca.gov.in lir ) ¥ in".
bl ey s tp://ifsca.govin' does not redirect to “https://ifsca.govi

e ifsca.govin/«

Home | Sitemap | Career | Directory | Contact Us | Tender | Video Gallery | SWIT Portal | GSMC 1.0 | Security Header Test

Old Website If you still wish to submit your domain for inclusion in Chrome's HSTS preload list and you have followed our deployment

8 ®

recommendations of slowly ramping up the max-age of your site’s Strict-Transport-Security header, you can use this form to

do so:

P Strict-Transport-Security X
ABOUTUS  MARKETS = SETUPANENTITY  CONSUMEH , .
Domain to preload: [ifsca.gov.in | Check HSTS preload status and eligibility |
P Content-Security-Policy ()
P X-Frame-Options (] Status: ifscagov.in is not preloaded
Cligibility: In order for ifsca.gov.in to be eligible for preloading, the errors below must be resolved:
e P X-XSS-Protection (V]
Grievance
P X-Content-Type-Options @ 3¢ Error: No HSTS header
Home / Grievance ’
Response error: No HSTS header is present on the response.
P X-Download-Options (V)
P Referrer-Policy b4 X Error: No redirect from HTTP
“hitp://ifscagov.in’ does not redirect to “https://ifscagovin’.
P Feature-Policy x
P Public-Key-Pins x

Full Name * Email Address *

Enter your Full Name Enter your email address




ifscagov.n

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and locstion of the exception can be identified using the exception stack trace below

Stack Trace:

[HttpRequestvalidationException (@x80004005): A potentially dangerous Request.Form value was detected from the client (_FeedbackModel.Firstname
System.Web.HttpRequest.validatestring(String value, String collectionKey, RequestvalidationSource requestCollection) +11975167
System.uWeb.HttpvalueCollection.EnsureKeyvalidated(string key) +11971807
System.Web.HttpvalueCollection.Getvalues(String name) +23
system.ueh.Mve.ValueProviderResultPlaceholder. GetResuTtFromCollection(String key, NameValueCollection collection, CultureTnfo culture) +32
System.ueb.Mvc.NamevalueCollectionvalueProvider.Getvalue(string key, Boolean skipvalidation) +129
System.Web.Mvc.ValueProviderCollection.Getvalue(String key, Boolean skipvalidation) +145
system.uWeb.Mvc.DefaultModelBinder.BindModel (Controllercontext controllerContext, ModelBindingContext bindingContext) +366
System.ueb.Mvc.DefaultModelBinder.GetPropertyValue(ControllerContext controllerContext, ModelBindingContext bindingContext, PropertyDescriptor propertyDescriptor, IM
Syslem.Web.Mvc. Defaul ModelBinder . BindProperLy(Controllercontext controllerconlext, ModelBindingConlext bindingConlexl, ProperlyDescriplor properlyDescriplor) +484
system.uWeb.Mvc.DefaultModelBinder.BindProperties(ControllerContext controllerContext, ModelBindingContext bindingContext) +164
system.ueh.Mvc.DefaultodelRinder. RindComplexFlementalModel (ControllerContext controllercontext, ModelRindingContext hindingContext, ohject model) +64
System.web.Mvc.DefaultModelBinder.BindComplextodel (Controllercontext controllercontext, ModelBindingContext bindingContext) +1927
System.Web.Mvc.DefaultModelBinder.GetPropertyValue(ControllerContext controllerContext, ModelBindingContext bindingContext, PropertyDescriptor propertyDescriptor, IM
system.uWeb.Mvc.DefaultModelBinder.BindProperty(Controllercontext controllerContext, ModelBindingContext bindingContext, PropertyDescriptor propertyDescriptor) +484
System.eb.Mve.DefaultModelBinder. BindPropertics(ControllerContext controllerContext, ModelBindingContext bindingContext) 1164
Syslem.Web.Mve.Defaul tModelBinder. BindcomplexElementalModel (Controllercontext controllerconlext, ModelindingConlext bindingConlexl, objecl model) +64
system.uWeb.Mvc.DetaultMode lBinder.BindComplexModel (ControllerContext controllerContext, ModelBindingContext bindingContext) +1927
System.Web.Mvc.ControllerActionInvoker.GetParametervalue(ControllerContext controllerContext, ParameterDescriptor parameterDescriptor) +466
System.Web.Mvc.ControllerActionInvoker.GetParametervalues(ControllerContext controllerContext, ActionDescriptor actionDescriptor) +137
Syslem.Web.MvC.Async.<>c__DisplayClass3_1.<BeginInvokeAclion>b__@(AsyncCallback asyncCallback, Objecl asyncsSlale) +1082
System.Web.Mvc.Async.WrappedAsyncResultBase™ 1.Begin(AsyncCallback callback, Object state, Int32 timeout) +163
system.uWeb.Mvc.Async.AsyncControllerActionInvoker.BeginInvokeAction(ControllerContext controllerContext, String actionName, AsyncCallback callback, Object state) +46
System.Web.Mvc.<>c.<BeginExecuteCore>b__152_o(AsyncCallback asyncCallback, Object asyncState, ExecuteCoreState innerState) +45
Syslem.Web.Mve. Async. WrappedAsyncvoid® 1.callBeginDelegale(Asynccallback callback, Objecl callbackslale) +73
System.Web.Mvc.Async.WrappedAsyncResultBase™ 1.Begin(AsyncCallback callback, Object state, Int32 timeout) +163
system.uWeb.Mvc.Controller.BeginExecuteCore(AsyncCallback callback, Object state) +849
System.Web.Mvc.Async.WrappedAsyncResultBase™ 1.Begin(AsyncCallback callback, Object state, Int32 timeout) +163
Syslem.Web.Mve. Controller. BeginExecule(RequesLconlext requestconlext, Asynccallback callback, objecl slale) +633
System.uWeb.Mvc.<>c.<BeginProcessRequest>b_ 20 6(AsyncCallback asyncCallback, Object asyncstate, ProcessRequeststate innerstate) +99
system.uWeb.Mvc.Async.WrappedAsyncvoid™ 1.CallBeginDelegate(AsyncCallback callback, Object callbackstate) +73
System.Web.Mvc.Async.WrappedAsyncResultBase™ 1.Begin(AsyncCallback callback, Object state, Int32 timeout) +163
System.Web.Mvc.MvcHandler. BeginProcessRequest(HttpContextBase httpContext, AsyncCallback callback, object state) +524
System.Web.CallHandlerExecutionStep.System.Web.HttpApplication.IExecutionStep.Execute() +1020
System.Web.HttpApplication.ExecuteStepImpl(IExecutionStep step) +195
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +128

"<script>alert(8)</sc
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ersion Information: Microsoft NET Framework Version:4.0.30319; ASP.NET Version:4.7.4108.0

//ifsca.gov.in/infinityforum// “/a.aspx?aspxerrorpatt

HTTP Error 404.0 - Not Found

The resource you are looking for has been removed, had its name changed, or is temporarily unavailable.

Most likely causes:

« The directory or file specified does not exist on the Web server.
« The URL contains a typographical error.
« A custom filter or module, such as URLSCan, restricts access to the file.

Things you can try:

« Create the content on the Web server.
« Review the browser URL.
« Create a tracing rule to track failed requests for this HTTP status code and see which medule is calling Setstatus. For more information about creating a tracing rule for failed requests, dlick here.

Detailed Error Information:

Module  IIS Web Core Requested URL  https://ifsca.gov.in:443/infinityforumy/* ~1%/a. aspx?aspxerrorpath=/
Notification  MapRequestHandler Physical Path G:\IFSCA_WebsSite\IIS\infinityforum\*~1*\a.aspx
Handler  StaticFile Logon Method  Anonymous
Error Code  0x80070002 Logon User  Anonymous

More Information:

This error means that the file or directory does not exist on the server. Create the file or directory and try the request again,
view more information »




Server Error in '/ Application.

Configuration Error

An application error occurred on the server. The current custon error settings for this application prevent the details of the spplication error from being viewed remotely (for secority rel

iprsaescyalicsioncception (oxseosne)  poereially danarous fewese s vale s detcrad fon the clie ( estbacknudlFirscame"cserigoaler(@)/s...
e, eb I rEpREque St Vel datascring(String value, STring o 1973187
cey) +11571007

Sy W el o el Sy ) 191
System.ih Koy, tamualuecolcction collction, Gulturerafo culture) 122

i i key, Boolean skipvaii faar
ShetioRb e VAT ST cebualue(sring kes, sootean skipvaidation o

el e et U irer Lercontoxt ) 1300
Sy o]l el oV control L conten controt lerlontoxt ; oo, o
E Controllsrcontext,
Lsinder. controllercontext, HodelsindingContext bind )":tnmex(. Objece madal) 464

e e aucdetainder Tercontext controllercantext, Modelnindingcontext bindingContext) 1

b der lrconens comvoliarcoter i , v
B 1 i Lercontext 1 vase
SyLem. ety e ctou Ul inder Bindiroper control erContoxt, ) v1on
el e ek e i ompl ek Lementa e | (Contro | erContext. cont o lorContext, Hode 8 ind ngcont ot »,.mm,w‘, Ohject mode) 164
Sy em.Weh e Do e Rl Abde o] exOBE] (Contra 6 Context. contral16rCant sty Ko A1 ingContxt hindingContext). 115

1 . . controllerchrtext, paranetervescriptor Parue(erbes:rlv(or) +as0

oL . .
Sy sLem. el A Asyrc. >c__Displayt Lassi 1. oeginlmvokeactionsh_ x(Asyn\uub«k Ssyncealiback, object st s
Tback callboack, Object state, Tnt32 tineous)

B & Cerseollercomert, Siring actiontane, synccalisack catisac, opjece state) +a5
E 152 0(hsynceallback ssynccallbsck, Object ssyncStste, Cxecutaconsstate inmerstats) -4
Sy e Ay ey T elegato G ol Tk 3k, G ol kSt 1

Syatom.teh e ASYn i appedASYRERE M Rt 1 e InAeycCal hack €21
Svaton-ih e Contral1en aegieeeutetorecasymeertinack callhack, Oblect
K callback, object state, intsz tineout) 1ies

Ctare, T3 Tt 163

ey e ControLLer Ayccatlback callback, Object state)

Sy L gl b o STk s, it Syncilate, Proceng Wttt ety
5 aiback, obje e

5 Toeck catiback, opject sister 1ntos imeout) +

et asynccatisack callback, object et ws2e
Syeten. el CalTHaNG]orEXeUTIONSERp. Sy Tem. el HTEpARDI 3T Lon, TEACCUT onStep . PRecUte()
Systen. i HTEpAsplication. ExecutestepTap] (TExecitionstep step) +195

step, Dooleant e

HTTP Error 404.0 - Not Found

The resource you are looking for has been removed, had its name changed, or is temporarily unavailable.

Most likely cause:

« The directory or file specified does not exist on the Web server.
« The URL contains a typographical error.
« A custom filter or module, such as URLScan, restricts access to the file.

Things you can try:
« Create the content on the Web server.
« Review the browser URL.
« Create a tracing rule to track failed requests for this HTTP status code and see which module is calling SetStatus. For more information about creating a tracing rule for failed requests, click hers

Detailed Error Information:

Module 1S Web Core URL gov. 1%/ P
n  MapRequestHandier Physical Path  G:\IFSCA_WebsSite\LIS\infinityforum\*~1\a.aspx
Handler  StaticFile Logon Method  Anonymous
Error Code  0x80070002 Logon User  Anonymous

More Information:

This error means that the fle or directory does not exist on the server. Create the fle or directory and try the request again.
w more informaf




Request Response
Pretty Raw Hex n = Pretty Raw Hex Render no=
L [pET / HITR/Z 1 HITP/Z 200 OE
2 Host: ifsca.gov.in 2 Cache—Control: no-cache, no-store
: Accept-Encoding: gzip, deflace, br z Pragma: no-cache
Bocept: 4 Content-Type: text/html; charsec=ucf-8
text/html, application/xhtml+xml, application/xnl;q=0.2,inage/avif, inage/webp, inage/apng, */*;q=0.8, applicatic = Expires: -1
n/signed-exchange;v=h3;q=0.7 ¢ X-Frame-Options: DENY
s Accept-Language: =n-US;q=0.9,en;q=0.8 7 X-Aspnet-Version: 4.0.30319
¢ User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xE4) AppleWebKit/537.35 (FHTML, like Gecko) Set-Cookie: ASP.NET_Sessionld=oyostOfvlzeSjrhsjakzgidy; path=/; sscure; HecpOnly; SameSive=Lax
Chrome/126.0.0.0 Safari/E37. 38 5 Sev-Cockie: VISTTOR_COOKIE=TA=07dE753h-E6eb-498d-a57d-e£7£e61092d1; expires=Sac, 10-May-2025 00:37:54
7 Cache-Control: max-age=0 GMT; path=/; secure; Hotpinly
Upgrade-Insecure-Requests: L L0 Set-Cookie: _ RequestVerificationToken=
Sec—Ch-Ua: "Chromium";v="135", "Not;A=Brand"; "Google Chrome”; S 0HASgAPUNSwipLt 1 cEe S ndnS UFbnRE skmegs CLHI 5x03uHTSRuD ] g2t 4 Pus 0d¥ RehmQwiFhRVLANEN4YEw0_bOhequSowRbELw_chdeIV

Sec-Ch-Ua-Platform: "Windows" gEl; path=/; securs; Hetponly
Sec-Ch-Ua-Mobile: 70 | X-Powered-By: ASP_NET
Date: Fri, 09 May 025 18:37:54 GHT
3 : Content-Length: 122788

—
Request Response
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